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Starting VAULT Enterprise Site

\AULT

Software Requirements for the Enterprise Vault software Site / Central

Operational System
Approves

Software and Tools Needed

Approved Browser

Microsoft Windows 7
Professional SP1 (x86/x64)
Microsoft Windows Server
2008 R2 (x86/x64)
Microsoft Windows 8
Professional (x86/x64)
Microsoft Windows 8.1
Professional (x86/x64)
Microsoft Windows 10
Professional (x86/x64)

Microsoft Internet Information
Service 5.1 o superior(1IS)
Microsoft .Net Framework 4.5

Internet Explorer 11
Mozilla Firefox version 31.0
Google Chrome version
36.0.1985.143

(Al With CCTV Integration)
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Starting with Vault Enterprise Site AULT

1. In the installation folder, click SETUP.EXE. Use the option to install as a system
administrator.

%) Microsoft.5ql5erver.5glEnum.dll
RegisterhetworkClientLib32
RegisterhetworkClientLib64
@ RepairMetworkRegistry32

| Setup.exe
£ Setup
=] Setup.vshost

2. Click Turn off to disable the UAC now.
Installation Wizard

Thank you for choosing our product , follow the instruction below to continue your installation.

Make sure you turn off UAC account before start. Turn Off Mow
Web Server

3. Install the software and select the Leave UAC Off.

Completing the TweakUAC Setup
Wizard

Welcome to the TweakUAC Setup
Wizard

Setup has finished installing TweakUAC on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup
Launch Tweak UAC

This will install Tweak UAC version 1.0 on your computer.

It is recommended that you close all other applications before
cortinuing.

Click Mext to cortinue, or Cancel to exit Setup.

i) TweakUAC
b

Turn User Accpupiaaninbiibtlon o

@® Leave UAC off
This will leave UAC completely disableg

) Tum URC oo e
This will ensble UAC, but suppress the elevation prompts
for the administrators. (Windows restart required)

) TumUAC on

This will enable the full UAC functionality. (Windows restart
required)
() More information

1|Page
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Powered by FALCO

Starting with Vault Enterprise Site

4. For the Operation of Enterprise Vault, the Internet Information Service (IIS) must be installed.
Click Install Now IIS Web Server to install.

VAULT ENTERPRISE SITE

Instaliation Wizard
Thank you for choosing our product , follow the instruction below to continue your installation.
Make sure you turn off UAC account before start. Turn Off Now

Web Server
1S Web Server inatall [IS Web Server Now
* You need to ins - X
Option
v

[ atazase Installation
[ vavez extereRise site

[] Transaction Server

Copyright 2000-2014 FIPS

5. Select ‘our oEeratinﬁ s‘stem and wait for the end of the installation.

Installstion Wizard
Setup process cannnot find any IIS installed at your system , select the right OS below and install the IIS web server

Computer Name : FERNANDO-PC
Operating SystezMicrosoft Windows &

0S Versiom : 6.2.9200

‘ 11S Windows 7 | 11S Windows Server 2008 |

| 1S Windows 8 ‘ 1IS Windows Server 2012 |

Web Server

IIS Web Server a

6. Select all option and click next
Option
+f| 531 EXPRESS 2005
Database Installation
VAULT ENTEFFRISE SITE
Transaction Server

2|Page
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Starting with Vault Enterprise Site AULT

7. Select where you want to install
Database Configuration

Computer Mame : FERNANDO-FC
Operating System : Microsoft Windows 8

Q5 Version : 6. 2. 9200

DB Server Mame :  |FERNANDO-PC\SQLEXPRESS W

Back Mext

8. Installing SQL Server express
el Microsoft SQL Server 2005 Setup |

Installing Prerequisites
Installs software components required prior to installing SQL
Server

SQL Server Component Update wil install the following components -
required for SQL Server Setup:

= Microsoft SQL Native Client
Microsoft SQL Server 2005 Setup Support Files

Configuring components...

| Cancel |

9. At the end of the installation, verify that all items are installed correctly.
lsadl Microsoft SQL Server 2005 Setup (]
Setup Progress

The selected components are being configured

Product Status

{501 Setup Support Files Setup finished

@SQL Native Client Configuring components...
SOL WSS Writer

SQL Server Database Services

Status
Copying new files

File: msmd.h, Directory: C:\Program Files\Microsoft SQL Server\20\SDK\Ind...: 37774
ENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEI

3|Page
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Starting with Vault Enterprise Site AULT

Powered by FALCO

10. Installing the Enterprise Vault Site software. Click Next to install.

Welcome to the VAULT ENTERPRISE SITE Setup A
Wizard i

The installer will guide you through the steps required to installVAULT ENTERPRISE SITE on wour
COMmpLter.

‘WARMIMG: This computer program is pratected by copyright law and intermational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted ta the maximum extent possible under the law

11. Select the DefaultAppPool Application Pool option and click Next

Select Installation Address A

The installer will install YAULT ENTERPRISE SITE ta the following web location.

Toinstall bo this web location, click "Mest”. To install to a different web location, enter it below.

Site:

| Default wisb Site vl Disk Cost...
“irtual directon:

|VAULTSITE

Application Poal:

| DefaulttppPool "

| Cancel | | < Back | | Mest >

Installation Complete (il

WVaULT EMTERPRISE SITE has been successfully installed

Click "Close' to exit.

Cancel < Back

4|Page
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Starting with Vault Enterprise Site

13. Installing the Service Transaction Server software. Click Next to install.

Welcome to the Transaction Server Service Setup il
Wizard T

The installer will guide you thiough the steps required to install Tranzaction S erver Service on your
computer.

“WARMIMG: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any partion of it, may ezult in tevere civil
or criminal penalties, and will be prosecuted to the masimum extent possible under the law.

14. EVERYONE Select the option and click Next.

Select Installation Folder A

The installer will install Transaction Server Service to the following folder.

Toinstall in this folder, click "Mexst". To install to a different folder, enter it below or click "Brovse'".

Folder:

C:%Program Files [#86]\3CAIIPAT rangzaction Server Service’, Browse..

Install Transaction Server Service for yoursel, or for anyone who uses this computer:

(®) Everyone
() Just me

| Cancel | | < Back | | Next >

Installation Complete %
=8

Tranzaction Server Service has been successfully installed.

Click "Close" to exit.

Flease use Windows Update ta check for any critical updates ta the MET Framewaork.

Cancel < Back

5|Page
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Starting with Vault Enterprise Site AULT

16. Click Yes to continue register the registry file

Adding information can unintenticnally change or delete values and cause components to
stop working correctly. If you do not trust the source of this information in
RepairMetworkRegistryGd.reg, do not add it to the registry.

Are you sure you want to continue?

17. Check if registry was made successfully
@ Registry Editor x

The keys and values contained in RepairMetworkRegistryfd.reg have been successfully added
to the registry.

18. The facility is enclosed. Click Finish.

VAULT ENTERPRISE SITE

Installation

Please wait while the system configure and guide you for the remaining setup...
Success to configure the instalation data

Installing VALULT ENTERPRISE SITE Management System ...

Installing Transaction Server ..

Registering network library ..

Copying file....

Finishing SQL EXPRESS 2005 ...

Installation Completed !

Copyright 2000-2014 FIPS

6|Page
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Starting with Vault Enterprise Site AULT

1. If the installation is divided in two servers, an application and a database, we must change
two files connection to the database, they are:

¢ TransactionServer.exe.config
C:\Program Files (x86)\VAULT\Transaction Server Service\

|%| 50LDMO.DLL

|%| stdole.dll

e TransactionServer

Mj TransactionServer.exe
[ TransactionServerService

_| TransactionServerService.exe

e Web.config
C:\inetpub\wwwroot\VAULTSITE\

7 Shortcut to Web Application Folder
= siteEdit

= SiteManager

5| SystemConfig

| Web

TransactionServer.exe.config
</setting>

<setting name="FVMSConnStr" serializefs="String">
<valuerserver=.\SQLEXPRESS;uid=sa; pwd=passwi@rdl234;database=VisDB</value>

</setting>

<setting name="ConnStr" serializeAs="String">
<valuerserver=_\SQLEXPRESS;uid=sa;pwd=passw@rdl234;database=DataDBEnt</value>

</setting>
Server = Database \ Instance Pwd= user's password database
Uid= user database Database= Name of the database

Web.config

" \."‘-_-" '\."ﬂ “ﬁ:"ﬁ:a“)f>

<add key="connStr" value:"SereP:.\SOLEﬁPRESS;uidzsa' wd=passw@rdl1234;database=DataDBEnt" />
<add key="CamServer" value="N"/>
<add key="GT" walue="No"/>

Server = Database \ Instance Pwd= user's password database
Uid= user database Database= Name of the database

7|Page
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1. Open Vault Site with any Browser

"

VaultSite

2. Setup Administrator for Vault Enterprise Site
**Never use id:admin | password: admin

Welcome - VAULT ENTERPRISE SITE

Starting with Vault Enterprise Site

\AULT

cO

English

|'|

WVAULT

¥ First time login detected, please enter your unigue administrator Login ID and Password to
continue,

Mew Login 1D :*

Mew Password :¥ |

Retype Password ¥ |

Continue

2020 & Copyright by VAULT

3. Login with Administrator account

Login Screen - VAULT ENTERPRISE SITE

English

WVAULT

Login ID :¥* ||

|T|

nter you Login

|° Mame iz required

Password ¥ |

| ) bl=zs= enter your password

Enter vour

Login

2020 & Copyright by VAULT

8|Page



FALCO

Starting with Vault Enterprise Site AULT

Powered by FALCO

4. Setup Site Management Credential, click save after finish filling

Site Management

Welcome , make sure you register the below correct information during the first time setup, Once saved, it can not be changed.

Site Setting

Site Code:* CFFA

Site Description: | OFFICE

Site GMT:* (UTC+08:00) Kuala Lumpur, Singapore [=]

Site Port No:* 2002
Site Reader Mode:* |03 - Wisgand 34 bits (with[*]

Type : © Network NDVR

URL: [ |

Login ID : Login Password:
Country:* Malaysia -

Addrass : |
Adjunct: |
City: Stata:

Postal Code: Email: 1
Phone: Extension: 1

Fax Not

Contact Person: Mabile No:

Remark:

5. Appear Vault Enterprise Site Dashboard
e E @ & & i} )

Live Transaction Card User Controller Door Control Floor Plan Control Panel Report Logout

Dashboard
C ) == - = == =
@ © =) ig 20 ip 20

Quick Access

@ Dashboard Summary Calender Latest News Card User Temparary Card Termporary Access Raoll Call Report
& Live Transaction Welcome £3 | calender £3 | Latest News
4] Deer Control Total Site Registerad : 1 Friday, July 3, 2020
Total Card Registerad : O . .
@ Contraller Alarm & 10 Con| || Totsl Controllers Registersd : 0 12:26:36
Card Due To Expiry : 0
% Card User © © Sa i OXC)
wd i
. - Recent joined staff Sun Mon Tue Wed Thu Fri Sat
A Caontrol Panel El
1 2 4
[2] Report 5 & 7 8 9 10 11
1=l

1z 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 23 30 31

Upcoming Holiday

9|Page
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Starting with Transaction Server

1. Open Transaction Server

\[ransaction

SEnver

2. Select the START button to start the service of communication with the database.

‘ VAULT ENTERPRISE SITE Transaction Server 5.7.5 = [m] X
Setting  Help
; = G s @ = % Thi 03 Sep 2020 09:16:47 AM
: Reset | Start Stop | Live Transaction DoorStatus Sync Date Cloud Visitor List Exit T - :
Live Transaction  Door / Device Status
Date & Time: Unit No Door Card No Name Transaction
2020/09/03 05:16:42 FFFFFFFFFF Transaction Server Service Started
Status: Online Cloud Server:

Sync with Vault VMS Cloud

1. Go to setting > Preference > Vault VMS Cloud
®© VAULT ENTERPRISE SITE Transactic

| Setting | Help

: Update Controller Date

Start Services i

Stop Services

Clear Event

Database Maintenance

Preferences

Impert Tool
Data Recovery Tool
Exit

10| Page
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Starting with Transaction Server AULT

Powered by FALCO

2. Enable cloud services, insert Integration Apps ID and test the connection
@. Preferences

= O *
Enterprise Server  Vault VMS Cloud  Email Motification  SMS Notification  System Setting  FVMS Integration Mode  CCTV Alam kntegration | 4 | »

WMS Cloud Configuration
Enable cloud services

Integration App ID: |EFFB9BA4-1C4E4ECD-ABAC-FEOCECO05A06 | | Test Conneclion |

3. Set Cloud Visitor Accessible Device to enable controller, LPR and face reader for visitor
Integration. Tick enable QR code, Car Plate & Face Reader as you provide

Community/Company Name :  EPITRONIC

Email :

Address :

[Contact No - |

' Set Cloud Visitor accessible device

Default Cloud Access Level © 3 x device

Enable Vistor QR Code Access
7] Enable Vistor Car Plate Access
k] Enable Vistor Face Access

35 Cloud Visitior Access Level

Select and configure the door access device type available for Vault VM5 Cloud visitor access. |:H

192.168.0.80
192.168.0.61

11|Page
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Starting with Transaction Server AULT

Cloud Visitor Listing

1. Go to Cloud Visitor List in main page

Cloud Visitor List

2. Admin can see all visitor active here, we can redownload back visitor to controller by click
Refresh

| [Z] Cloud Visitor List

®) Today Anival Legend Date From: | 3/5/2020 ~| To 3/5/2020 - Search

() This Month - s

© Date Range - Downloaded

ID No [Passport No Vehicle No Visit Date Visit Date End Contact No Hest Name Iz Download
sflc e Aflc A =]
i VEWS903 03-Sep-2020 08:47 03-Sep-2020 11:17 Izzat, Rahman W

KL2020 036ep-202008:03  03-5ep-2020 11:33 Iz2at, Rahman v

=)

12| Page
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Starting with Transaction Server

Backup/Restore Database

1. Go to Setting> Database Maintenance> Database Backup

@ Database Maintenance x

f: - -
e l Options 12 MB/ 10 GB
= (Microsoft SQL Server 2014) 3MB
Database Backup  FTP  Qther Database Restore  Repair Tool
Directory to backup
Location:  [C\Backup || | Backup Now

Enable Schedule Backup : [ Yes

Perfom this backup
@0al O Weeky O Monthy Stat T - :
Select the option below ALL
Monday Tuesday Wednesday Thursday
Fiiday Saturday Sunday

2. Select folder **make sure in ¢ drive and click backup now

3. For schedule backup, just click daily for everyday backup with start time

4. To restore database, go to Setting> Database Maintenance> Database Restore
**make sure the database in c** choose directory and click restore now

8 Database Maintenance X

l opt’o”s 12 MB / 10 GB
- (Microsoft SQL Server 2014) 3MB

Database Backup FTP  Other Database Restors  Repair Tool

Browse and select the file to restors

File Directory © [T\

13 |Page
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Starting with Transaction Server AULT

Import Card Data

1. Go to Setting> Import Tools> Database Backup

2. Download card CSV/XLS Template

[ import Tool - X

Step.

@
@ Import Data [ update existing record if records exist.

Card Data  Department

—
Data Format Downlead Card CSV Template
Downioad Card XS Tempiate.

No  Field Col No A
3 Card Ne

02 |CardName

03 |[StafflNo

04 | Department
05 |Access Level
05  |company

07 | NRICPASS No

05 |Remark

02 |Emai

10 |Status

n LiftAccess Level |-

12 |vehick No

13 |Expiry Date

14 |Address
15 |unitNo - v
< >

3. Find the file at Desktop

4. Fill' in Card credential and save the file
A B C D E F G H 1 1 K L M N o]

Card No #|Card Nam Staff No [ Departme Access Ley Company NRIC/Pass Remark [IEmail [Ma Status [TriLift Access Vehicle N ExpiryDat Address [Unit No [1

12345 Userl EMP10000 New Depz 1 Your Com| 888888-88 Remark Hitest@em: TRUE 1 WWW38838 Add Unit
12346 User2 TRUE 1
12347 User3 EMP10001 New Dep: 2 Your Com| 888888-88 Remark Hitest@em: TRUE 1 WWWess3 Add Unit
12348 Userd TRUE 1
12343 Users EMP10002 New Dep: 3 Your Com|838388-88 Remark H test@em: TRUE 1 WWW38350 Add Unit
12350 Usert TRUE 1
12351 User7 EMP10003 New Depz 4 Your Com| 838888-88 Remark Hitest@em: TRUE 1 WWW38891 Add Unit
12352 Users TRUE 1
12353 Users EMP10004 New Dep: 5 Your Com| 888888-88 Remark H test@em: TRUE 1 WwWWwass2 Add Unit
12354 Userl0 TRUE 1
12355 Userll  EMP10005 New Depz 6 Your Com|838888-88 Remark Hitest@em: TRUE 1 WWW38833 Add Unit
12356 Userl2 TRUE 1

a

5. Browse and load the file, Tick Update for existing user then click Import Data

Step
Browse File & Load Data

Import Format : | Import from caw v

@ Import Data Update existing record if records exist.

6. Browse and load the file, Tick Update for existing user then click Import Data

l4|Page
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7. The data already Inside the Vault Enterprise Site

@ Import Tool

Step

Browse File & Load Data

Import Format ; |Import from cev w~

@ Import Data Update existing record if records exist.

CardData Department

Coll Col2 Col3 Cold Cols Cols

b Usert EMP10000 New Department 1 “our Cor
12348 User2
12347 Userd EMP10001 MWew Department |2 our Cd
12348 Userd
12349 Users EMP10002 Mew Department 3 “our Co
12350 Userg
12351 User? EMP10003 New Department 4 “our Cof
12352 Userd
12353 Userd EMP10004 New Department 5 “our Cof
12354 User1d
12355 Useril EMP10005 Mew Department |6 “our Co
12356 User12

Visitor Management System Integration

1. Go to Setting> Preference> FVMS Integration mode
Enterprise Server  Email Notfication  SMS Motification  System Setting  FVMS Integration Mode  CCTV Alamn Integration  Atte

Enable Integration with FWMS
FWMS Database Connection

Server Instance Name : |""'SQLE’[‘PHESS ~ |
Login 1D : |sa |
Password : |nnnnnn |

Test Connection

2. Tick Enable Integration with FVMS and test the connection
3. Click okay if the connection successful and save
Systern - Test Connection > |

o Connedct Successfull !

15| Page
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Add Software User NALUILT

Powered by FALCO

1. Go to Control Panel > User Management > User Type

: rj'j User Management
m User List

n lUser Type

@ New 4 Edit ® Delete 4 Back & Pdf & X

User Type

Drag a column header here to group by that column

Description

| 1 Enterprise System Admin Enterprize System Admin

2. Here you can add new types of users with permissions distinct

User Type

User Type: |OPERATOR |

Description: | |

| General Module [ TealaOther | T Type of User

O Al [ view [] Add [ Edit [[] Delete [] Export

Site Manager

oo

Card User .
Permits
Temporary Card

Temporary Access

Temporary Card Reserv List

Oo0ooono

Controller

ooood

Time Zone

Time Set

Lift Access Interval
Holiday

Alarm holiday

Floor Plan

|System User

3. lSystem User Type

JO0oOoOoOooooooooao
JO0oOoOoOooooooooao
JOooOoOoOooooooooao

oooooo
R

16| Page
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Add Software User \AULT
Add Tenant User

ﬁt User Management

:> = User List
= lser Type

s LUser Tenant Access

Tenant User Access List

o New I Edi # Dt * Back & Pdf & Xis

Drag a column header here to group by that column

=

Mo Login ID ¥ | Company Name

C 1 tenant complicated

2. Here you can add new types of Tenant users with few controls only.

Tenant User Access Tenant ID and Password
User Detail
User Login 1D ¢ | /

Login Password: | |

— Company Detail

Company Name:

|
Building: | | Floor / Unit No: | |
Address 1: | |
Address 2: | |
Office No: | | Ext: | |
Fax Mo: | | Contact Person: | |
Remark:

/ Selected Controller only

Door Controller: |5 noor ‘@ Seled:| * Reset!

— Door Access Controller Group

| User must change password at next login
| User cannot change passweord
| Password never expires

| Account is disabled

Save H & Cancel

Save and User is ready to Login
to the software

17| Page
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Powered by FALCO

1. Go to Controller

Controller List
[+ WewControtier | [ & AdaEst [ 7 Manust J[TH Edt | % Detete " Paf s

2. Add ID 0 controller *first door* using the automatic search for the Broadcast command.
3. Add ID 1 controller *second door* using the automatic search for the Broadcast command.
4. Add ID 0 or 1 controller using *manual IP* UDP unicast

5. Edit controllers.

—— Adding one controller / expansion automatically

Controller Detected : 192.168.0.99 . Change the setting to your desired netwark configuration and press next to continue.
° ]
1P Address:* 152.168.0.99

R5.51,6435FF1 0 0 .
Mac Address: 00217421388 | firmwerer 75.99.6A95TF 1 R N . B
ate 152.168.0.1 Subnet Mosk:*  [2886.268.265.0 e N . N
rese® [182.168.0.140 Dest TCP Porti* [1008 595, SARCAFL a
SRC 1™ 295.255,255.255 SRC UDF Forti* [2003 TASBESIT o 0 .

Info Desk 18" 295.255,255.255 Info Desk Port;* [2003 T4SBASIRL s 0
2160044 OSIZLILNLH  TASSAZOSUL ) ] s

Sistema 22

Cancelar

Notas : Por favor, espere encuanto los datos son procesados en el sistema. No
oprima el batén Volver o cierre hasta que termine.
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& Adding one controller / manual expansion.

EController Wizard Main Bus

Fleaze enter the controller IP Address you want to register. Door Wizard w

Controller IP Address @ 192.168.0.99 |
Caontroller Type : Main Bug - Next >

Extension Bus

Extension Bus

ENetwcrk

Controller Detected : 192.168.0.99 . Change the setting to your desired network configuration and press next to continue.

1P Address:* [192.168.0.99 | @ ~
Mac Address:* [0.0.21.74.213.00 @ - Firmware:* [T5.90.6895TFL | @ -

Gateway:* [192.168.0.1 @ - Subnet Mask:* [ 255.255.255.0 |

Server IP Address:* [192.168.0.140 @ - Dest TCP Port:* [1008 |

SRC IP:* |255.255.255.255 | SRC UDP Port:* [2003 |

Info Desk IF:* | 255.255.255.255 | Info Desk Port:* |2003 |

=< Back Next ==

Adding a controller
1. Adding a controller / manual expansion.

General Module.

Controller Profile

192.168.0.99 :
J Controller Details ‘ Setting | Network Configuration | Camera Setting | |

Controller Name:* [MAIN DOOR |

Description:* [maIn Door |
Site Control:* | ‘ ‘ Unit No:™* ‘ | |
IP Address: | ‘ Mac Address: ‘ |
Controller ID: |D u Firmware: ‘ |

Controller Status : Active

Controller Type
Alarm: [ vo: [0 Lift: [0
Lo [0 Rack: [
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2. The Menu and other tools

192.168.0.99 :
| Controller Details | Setting | Metwork Configuration | Camera Setting | | |

— Controller Configuration

Open Time (s) : 9 -ﬂ— @ Release Time (=) : e D— @
Open Time (=) @ |5 Releaze Time (=) : |2
Lock Release TZ: |E|D - Push Button TZ: |Dl

Global Antipassback Group: |Disable

|
=
Antipassback: | 0o | - |
=

Rack Control: |l.—l.E

'

Open Time : How long can the door be left open until an alarm is generated.
Release Time: time relay control lock.

Lock Release TZ : Can be programmed a TZ for the lock becomes unlocked for that time
period. 00 -> Always shut / 01-> Always released.

Antipassback: Each parent has antipassback location that can be enabled by TZ. (anti
dual input / dual output).

Push Button TZ: TZ to release the door by Button (00 -> Always disabled / 01-> Always
enabled).

Global Antipassback Group: When we have more than one way to enter / exit a room
and want to make the control antipassback, you must create a group with controllers
belonging to this environment. Ex .: Group turnstiles reception.

Control of Rack: Only used for Rack controllers.
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3. The menu tools and other

— Mode
Fire Alarm: [C] Enable Guard Tour:  [C] Enable
Buzzer Door Release:  [[] Enable Card Lockout: [C] Enable
Auto Pin Access: [C] Enable Report Mode:  [C] Enable

Emergency Card Mode: [[] Enable

— Card & Pin
Card & Pin : [C] Enable
Card & Bin Entry TZ: |00 [-] Card & Pin Exit TZ: |00 -
Mode

Fire Alarm : Enables parent to be part of a group of fire.
Open Door Buzzer: Enables or disables buzzer during Lock Release TZ.

Auto Pin: Enables password function to the parent. Passwords up to 10 pre-programmed
by the parent.

Guard Tour : Enables guard tour controller .
Card Lock : Blocks user card after 3 attempts to circumvent the antipassback.
Report Mode : Writes markings point in text format, separating them by day.

Emergency Card Mode : special card, when touched onto a reader on a specific
controller, will trigger the “security off”’

Card & Pin

Card & Pin: Enables dual authentication for card use and password. (* Keyboard should
work in Rosslare format)

Card & Pin Entry TZ : set the time to enable card and pin mode by TZ for the entry
reader.

Card & Pin Exit TZ: set the time to enable card and pin mode by TZ for the Exit reader.
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4. The Menu tools and other tools

— Dual Card Mode

Dual Card: [C] Enable
Entry Reader Dual Card TZ: |DD |V| Exit Reader Dual Card TZ: |DD |v|
— Pin No

1.) Pin No: TZ: 6.) Pin No: TZ:
2.) Pin No: TZ: 7.) Pin No: TZ:
3.) Pin No: TZ: 8.) Pin No: TZ:
4. Pin No: TZ: 3.) Pin No: TZ:
5.) Pin No: TZ: 10.) Pin No: TZ:

Double Authentication Mode

Double Authentication : Enables dual authentication to the parent. This feature is specific
to the firmware T5.96DAFI.

Entry Reader Dual Card TZ: Enables authentication for double entry into a particular TZ
configured by the user.

Exit Reader Dual Card TZ : Enables authentication to double Exit in a given TZ
configured by the user.

Pin No

Per controller, we can have up to 10 pre-programmed passwords for access in a
particular time zone. To use this feature you need to use a keyboard and enable Auto
Pin mode.
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5. Config Network Configuration

192.168.0.99 :

IP Address: [192.168.0.99
Mac Address: l0.0.21.74.213.99 Firmware: |TS.99.6A95TFI
Gateway: [192.168.0.1 Subnet Mask: | 255.255.255.0

Server IP Address: [192.168.0.140 Dest TCP Port: |1008

SRC IP: | SRC UDP Port: |

L J JL JL_J

Info Desk IP: [ Info Desk Port: I

IMPORTANT

After modifying the parameters of the parent network, the user must click the Set
Network Configuration to the new parameters are sent to the controller.

To learn the current configuration of the network controller, the user must click on the
Retrive Network Setting

6. Camera Setting

192.168.0.99 :

Entry Camera:lNulI . INu]I I |Nu|| .
Exit Camera: |Nu|| . INu]I I |Nu|| .

You can add a camera input and output for each parent, so that when the access is kept
a log of the event with video. (Images are always stored in the CCTV server.)
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Adding Fingerprint Reader
1. Go to setting > Fingerprint > Fingerprint Device

Eingerprint Device

] Detail ‘

Site Code:

— —

Device Name: 171792.168.0.§0

EP—

IP Address:  |192.168.0.110

Model: |ZK B&W [+]

I S|

Port No: | 4370

Status: V| Active

& save ® Cancel

2. After configure the device detalils, click Save

Fingerprint Enrollment

3. Go to setting > Fingerprint > Fingerprint Enroliment

Use USB fingerprint device to use this module

Fingerprint Registration
Chck the browse button to select the card user.
Site Code 1. Browse card user

2. Tick Fingerprint 1 and enroll 1st Fingerprint
3. Tick Fingerprint 2 to enroll 2nd Fingerprint

Staff No:
NRIC

Home No

Encoll 15t Fingerprint Encoll 2nd Fingerprint Close
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Fingerprint Device

Fingerprint Utility

4. Go to setting > Fingerprint > Fingerprint Utility

f&Fingerprint Utility

— Utility Option

Site Code: |

I-o Download Fingerprintl

| Delete Fingerprint

! Upload Fingerprint

= Clear all fingerprint

Fingerprint Device List

Port No Site Code

Device Name | 1P Address

192.168.0.110 192.168.0.110 4370 OFFA

Next =>

Download to send fingerprint template to fingerprint device
Delete to delete all fingerprint template inside the system
Upload to callback fingerprint template from fingerprint device and backup to system

Clear to clear all fingerprint

& Fingerprint Utility

— Action

— Device Selected

Device:

— Card Detail

w Reset

Card No: | pgono4nass ‘@ Select

<< Back Start ==

5. Select certain User
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Fingerprint Device

f&Fingerprint Utility

— Action

7| Upload F

Upload & Backup to System

— Device Selected

Device:

<< Back | | Start ==

6. Click start to take the template
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Adding Face Recognition Reader

r .l

-ﬁ- Face Device -

e

= Face Device

= Face Access Leve
= Face Uiility

1. Add Device Information

J Details | Metwork Configuration |

Face Device

Device Name:* |Face Recognition

Description:* | Stand Alone

Site Control:®

IP Address: 132,168.,0,155

Unit Not* |

Password: | CCLTTETT

Dest IP: 132.163.0.9

Device Status ¢ || Active

Time Zone
(Device Time Zons: |Asia.-"KuaIa_Lu mpur

Enable Transaction: W

=]
— Controller Configuration
Release Time (ms) @ | 500 | Multi-Face Detection: | Racognize Multiple Faces |'|
Recognition Distance: | Mo limits |'| Recognition Score: | 80 | . |
Recognition Interval: | a | . |
Stranger Detection: W Stranger Voice Mode: | Mo Vaoice Announcement |'|
Stranger Thrashold: |3 - Stranger \oice Customization: | Unauthorized Accass
\oice Mode: Mo Woice Announcement |+ Waice Customization: {name}
Display Mode: Display Name - Display Customization: {name}
Livenass: Wiegand Output: Disable -

2. Change Device IP

Detzils Meatwork Configuration

Set Network Setting. T

— LAN Network

IP Address:  [192.168.0.144

Subnet Mask: |255.255.255.0

Gateway:  |192.168.0.1 |
DNS: [255.255.255.255 |
DHCP:

3. Click network setting and save

\AULT

Powered by FALCO
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Face Device

Face Access Level

1. Go to setting > Face Device > Face Access Level

r wl
-ﬁ Face Device -
L

= Face Device
I = Face Access Leve I
= Face Utility

2. Set to 01 for free access

J Accass Level Setting |

Group Access No:® |Dl |r|

Description: | Free Access

= Face Device | Time Set

W Face Recocgnition |01 | rl

3. Click Save
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Face Device

Face Utility

L wl
-ﬁ- Face Device -
b

= Face Device

= Face Access Leve

= Face Utility

1. Go to setting > Face Device > Face Access Level

Erace utility

— LHility Option

Site Code: |

@ Download Face
Delztz Face
Uplozd Face
Clear All Face

Face Recognization Device List

Device Name

Face Recognition

2. Click download/ Delete/ Upload or clear all face from device

— Card Detail

B Reset

Card Moz

‘@ Select

<< Back Start =>

3. Select card and continue click Start

4. To add Face, Add new card and Upload Image via webcam or device
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Install LPR Software

chedec_setup_2.0.9.530.exe

1. Vault Installation File > LPR Software > Run Above Software for camera configuration

2. After Installation, open the software
- m} x

|Step 13 i Search I(nu wireless} Batch OFS

id ip Exit/Entrance Camera name Login status

192 168. 0. 100 Unzettled

3. Search the LPR camera with Lan **skip this step if already know the device IP

Step 2: Log In

Camera IF: | 182 . 168 o 100 Port: (8000

Uzer: [adnin | mead: [eeeed Login | [ Lag aut

User: admin | Password: 123456

4. Login with Camera IP, Port No, User and Password

| | Modify TP/nane

Step 2: Log In

IF: 168 . 0 . 100
Wetmask: | 255 . 255 . 256 . O
Gateway: | 192 . 165 = O 1

@ Unsettled  OFatrance  OBxit

Camera name:

User:

w
5

Ewd:

Submi t Cancel

5. Modify to change IP and Password
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Configure LPR Setting

......

11111L
73 heienat

6. The Live feed is on, adjust yellow box to detect Vehicle License plate

#lzori thm m
Hetwork Derive PAEM
Video PAEM Uzer MGT
Imagze FAEM Frint Log
Feripheral Maintenance
Local

7. Click more for more option and choose B/W List

B/W List MGT
B List Mode

Bhite List: OContrel zate offli

Olncontral gate  Matoh Mode

@®Contral zate sllting

Black Lizt: (@) Uncontral gate - oy [1100% Match
Tamp List: (@) Uncontrsl gats OContral gats slltime [AFuzzy Match
Fuzzy Match Hun: |1 -

8. Make sure to tick controlled gate all the time for white list and submit
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9. Go to More > Local > time settings |Synchronize time to sync camera with local time

Device Date: |2020-06-25 Device Time: (09:21:16
Local Date: |2020-06-25 Local Time: |09:21:17

[J&wmchronized with HTE HTF server IF address: |192- 165, B5. 166

Wne Smeirmizad

10. The Cam is ready to add on VAULT

Adding LPR Camera

. Video Camerz —

= Camera Server

= Camera List

» Live Fead Monitoring

I. Car Plate Integration I

«  Car Plate Utility

1. Go to setting > Video Camera > Car Plate Integration

Car Plate Binding £3
Access Controller:* |LF'R |~r|
Diescription: ¥ | Entry |
Camera Brand: | FALCO |'| Diirection: |Entr-.-' |'|

Site Control: ¥ | |

— Camera Network Setting

IP Address:™ | 192.168.0.89 | PortNe:* | 8000 |
Login ID:™ |3d""i" | Password: ¥ | 123455 |
Save Cancel

2. Fill in all LPR credential

3. Save
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License Plate Recognition

Car Plate Utility

. Video Camera -

= Camera Server

= Camera List

« Live Fead Monitoring
= Car Plate Integration
I » Car Plate Utility I

1. Go to setting > Video Camera > Car Plate Utility

@Car Plate Utility

— Utility Option

Site Code: |

@) Download Vehicle Mo
Delate Vehicle Mo
Clear all Vehicle No

Car Plate Camera Device List

Device Name IF Addrass
CAR PARK CTRL 192.168.0.94
LPR 192.168.0.8%

2. Tick Download/ delete and clear all the vehicle no.

3. Click LPR Camera then next

— Card Detail

Card No: | ‘@ Select| ® REset‘

<< Back Start =

4, Select Card and continue click Start

5. To register user car plate no. Go to card user list > Plate No.
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License Plate Recognition

1. Go to control panel > Tools & Setting > RFID Reader Bit Configuration

.\ Tool & Settings

s Controller Control

m Controller Alarm & IO Control
s Card Utility

m Download Utility

m_Upload Utility

-I RFID Reader Bit CaniguraticnI
m LCD Message Control

m Ewvent Configuration
m System Setting

2. Protocols available to controllers

Wiegand 26, 32, 34 or 42 bits
Settings

* Reader Mode needs to be configured to work under differer
installer if vou not sure how it works.

PEEGETNCLGEHI0S - Wiegand 34 bits (wit |v|
01 - Wiegand 26 bits {without facility code)
02 - Wiegand 26 bits{with facility code)

»

Metwork Mode:

03 - Wiegand 34 bits {with facility code)

Hardware Modg 04 - Wiegand 34 bits (without facility code)
05 - Wiegand 42 bits {without facility code)
06 - Weigand 34 bits (with 5 Digit Card Mo)
Total bits - Parl g7 - weigand 32 bits (with 5 Digit Card No)

m

Farity bit (even

1

\AULT

Powered by FALCO
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1. Go to control panel > Controller Management > Time Set

E Controller Management

l » Controller List

Control Panel
|- Time Set |

s Time Zone

= Lift Access Interva

= Holiday

» Alarm Holiday

n 10 Output Type

= [0 Output Trigger Group
» Rack Access Level

s Canteen Time Set

» Canteen Time Zone

2. Create new Time Set

@lNew | MEit  ®Deete  #Back

Drag a column header here to group by that column

N Time SetNo ¥ Time Interval 01 ¥ Time Interval 02 ¥ Time Interval 03 ¥ Description

D 00 00:00 - 00:00 00:00 - 00:00 00:00 - 00:00 No Access Time Set

0o o 00:00 - 23:59 00:00 - 00:00 00:00 - 00:00 Free Access Time Set

Controller Time Set

Timer Setting

Time Set No:* | |7|

Description: | |

Interval 1 ‘ Interval 2 | Interval 3

Hour Minute Hour Minute Hour Minute

From |00 H oo H From |00 H 00 H From |00 H 00 H
Ta oo H oo H Ta oo H oo H Ta oo H oo H

You can store up to 99 Time Set on the controller settings, and each can have up to three
valid intervals.
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1. Go to Control Panel > Controller Management > Time Zone

E Controller Management
l » Controller List

x Time Set

I- Time Zone I

&

Control Panel

» Lift Access Interva

= Holiday

= Alarm Holiday

n 10 Output Type

s 10 Qutput Tnigger Group
» Rack Access Level

s Canteen Time Set

s Canteen Time Zone

2. Create new time zone

Controller Time Zone

Time Zone

Time Zone No:* | |5

Description: [Office Working Hour

Week View
Monday: Friday:
[02 B [z =
Tuesday: Saturday:
[02 B[00 - No Access Time Set |5
Wednesday Sunday:
[0z Bl [00 - No Access Time set 5]
Thursday:
C—

Time Zone Detail

Time Zone No : 02

Time Setting Value

08:00 - 17:00

00:00 - 00:00

Q000 - 00:00

08:00 - 17:00

00:00 - 0000

00:00 - 00:00

08:00 - 17:00

00:00 - 0000

00:00 - 00:00

08:00 - 17:00

00:00 - 00:00

00:00 - 00:00

08:00 - 17:00

00:00 - 0000

00:00 - 00:00

00:00 - 00:00

00:00 - 00:00

00:00 - 00:00

Day Time Set No:

Monday 02
Tuesday 02
Wednesday| 02
Thursday 02
Friday 02
Saturday 00
Sunday 0o

00:00 - 0000

00:00 - 0000

00:00 - 00:00

In this example, the User TZ will be Monday to Friday working hours using previously
created, and weekend and holidays will default to 00 (No Access) level.
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License Plate Recognition

1. Go to control panel > Controller Management > Lift Access Time Zone

&. - E Controller Management

Control Panel

» Controller List

= Time Set

= Time Zone

I- Lift Access Interva I
» Holiday

= Alarm Holiday

n 10 Qutput Type

» IO Qutput Trigger Group
s Fack Access Level

s Canteen Time Set

» Canteen Time Zone

2. Create new Lift Access Interval and this is example to set lift interval

Controller Lift Interval

J Lift Interval Setting |

Site Code:™ | |

Lift Interval No:* | | |

Description: |Leve| 3,586 |
Interval 1 Interval 2 Interval 3
Floor / Level Floor / Level Floor / Level

Fom [03_[x] | From o5 [+]
o o3 [-] [ T

From
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1. Go to controller > Controller Management > Holiday

&,

Control Panel

Controller Management #

m Controller List

m Time Set
m Time Zone
m Lift Access Zone
I- Holiday I
m Alarm Holiday

m IO Cutput Type
m 10 Output Trigger Group

2. In this example, on 24/12 and 25/12 will be considered as a holiday. In this case, for visitors
and contractors. Employees to be obeyed their respective TZ.

Holiday

J Holiday Detail |

Holiday Name: | |

Site Code: | | |

Date

Manth Dia

2 [+ B
o = [ /=

Time Set : |EIEI - Mo Access Time Set H
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Group Controller Access Level

1. Go to Control Panel > Group Management > Group Controller Access Level

S » A

F Group Controller Access LE\-’EI

m Group Lift Access Level

m Group Global-Antipassback
s Group Fire Alarm

m Group Delete Card

s Group Emergency Card

2. Create Group for Free Access level because it is mandatory.

Add the controllers for each pattern group you want to create, placing their desired time zone
for each parent. Can add up to 999 standard groups.

IMPORTANT: To delete an access level, we must clear the controller, delete the description
and click Save.

Group Access Level

Controller Access Setting

v Group No: 01 (Total : 4 Controller) Site Code: | |
office main KLA TECH
door SOM BHD 01 Group Access No:™ |Ell |'|
office KLA TECH 01 Description: [all Access
staircase SDM BHD
KLA TECH Controller | Description ‘ Site Code | Time Zone
store ZON BHD 01
¥ office main door KLA TECH SDN BHD |01 [-]
testing KLA TECH 00
1234 SDN BHD ¥ office staircase KLA TECH SDN BHD |01 [=]
*  Group No: 02 (Total : 3 Controller)
¥ store KLA TECH DN BHD |01 [=]
*  Group No: 03 (Total : 3 Controller)
> Group Mo: 04 (Total : 3 Controller) 4 testing 1234 KLA TECH SDN BHD |UEI |'|
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Group Lift Access Level

1. Go to Control Panel > Group Management > Group Lift Access Level

@ Group Managemen
F Group Controller Access Leuel

s Group Lift Access Level

s Group Global-Antipassback
s Group Fire &larm
s Group Delete Card

s Group Emergency Card

2.Tick on the controllers for the group, and select the timezone

Group Lift Access Level

J Lift Access Setting |

Site Code: | |
Group Access No:™ |Dl |V|
Description: | Owner levelé

# ‘ Cunh'uller‘ Description ‘ Site Code ‘ Time Zone

v lift Joo Slte x|+
Time Zone | Description
00 Mo Access Lift Zone
01 Free Access Lift Zone
02 level 3,586
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Card User

1. Go to Control Panel > Data Maintenance > Department

» ﬁ:ﬁ Data Maintenance

| s Cepartment |

s Card Type
m Company
» Position

n Race

n Title

2. First, we register all departments, types of word cards, Company, Position, Race and Title,

then do the card registration
Department List

% New i Edit % Delete 8 Pdf ®| ¥ls

Drag a column header here to group by that column

Department Code ¥ Description
1 Department Department
2 AD ADMIN
3 ACC ACCOUNT
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Card User List

% Mew Card % Batch Add [ Edit ® Dokt # Bagk & Pdf & Xis

New Card — Add new card

Batch Add — Add batch of cards (Ex. 1 - 1000)
Edit — to edit card

Delete — to delete card

PDF — export to PDF

Xls — export to Excel

5. Upload or scan thru Webcam for user that use Face Recognition Reader **3 Photos

J Photo 1 | Photo 2 | Phaoto 2 |

€3 upload 5L Sean H orecet
6.

Card MNo:® | | l

Mame:™ |user 1

Site Code:™ |

— Card Properties
Card Type: |Nurrna| Card |'|
Card Pin No:® 0 | Biometric Authentication: [FP ||
Bypass Antipasshack: 2 Enable Alzrm Card: Enablz
Guard Tour Card: Enablz Card Status: | Enable
Face Access Level: |Nune |'| Rack Access Leval: 3 |EI{I| - Mo Access Rack Zons |'|
Card Expiry Status: ¥| Non Expired Emergency Card Type: Enable
Bypass Holiday: Enable Dual Card Group: 4 ‘Mas’oer Card |'|
Expired Date (dd-MM-yyyy): | ‘ Expiry Tima (HMS): 5 ‘ ‘ |
Car Park Max Spot Group: |Nune |'| Cantesn TZ: |Elﬂ |'|
— Attendance Control

0! System ‘Nurmal |'|
— Other
Floor Mot | |'| Unit Na: | |
Flate: | | 6 Parking Lot No: | |
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-Card Number and Name
-Releasing Antipassback
-Rack Access Level
-Dual Card Group

-Expiry Date & Time

1
2
3
4
5
6

7. General information Card Holder
Card Profile

Employee Details

-Card Plate Number for LPR System

— Employment

Staff No: | |

Title: |Mr H Paosition: |Manager H
MNRIC No: | | Passport MNo: | |
EFF Mo: | | Socco No: | |
Crepartment: |D3par‘tment H Company Name: |Cumpany H
Gender: |Ma|e H Race: |Un|-cnu-w H
Date Of Birth (dd-MM-yyyy): | H Marital Status: |Sing|e H
Ioining Date (dd-MM-yyyy): [10-10-2014 5] Resign Date (dd-MM-yyyy): | =l

— Contact

Address :

Adjunct:

State:

| Country: | H

|
|
Postal Code: | | City: |
|
|

Email:
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8. Access Level
Card Profile

Access Level

Door Access _
o
Group Access No: ] Custom Mode

Ex. -> 01 = Access 24 hrs

Controller Description Site Code Time Zone -

ALARM CONT! JALARM & [/O

BACK DOOR CONTROLLER DOOR THSTING CONTROLLER

BARRIER CONTROLLER [ER TESTING CONTROLLER

Custom mode for flexible
controller and time zoned

S Apply is _for search the
information of the group

Configuring the group for
access
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1. Go to Control Panel > Tools & Settings > Card Utility

« ' Tool & Settings

s Controller Control

m Controller Alarm & 10 Control
|= card utility |
m Download Utility

m Upload Utility

m RFID Reader Bit Configuration
m LCD Meszage Control

m Event Configuration
m System Setting

i

k=" Data Maintenance

2. Select Card and Controller

2= Card Utility

— Card Details
Site Code: | | |
Dx load Option
Clear all existing card before download. Select Cal’d

(@ Follow card user access right
() Delete card user access right

(D) Free Access

Controller List

Controller Description Site Code IP Address Controller ID
189 OFFA 192.168.0.189 0
ALARM CONTROLLER TEST ALARM & I/0 OFFA 192.168.0.51 0

BACK DOOR CONTROLLER BACK DOOR TESTING CONTROLLER CFFA 192.168.0.44 1

Select Controller
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Manage Access Level of The Cards

1. Go to Control Panel > Card Management > Card Access Batch Update

» E Card Management

m Card User

m Temporary Card
m Temporary Access
m Reserv Temporary card
|m Card Access Batch Update |
s Card Location Search

2. Filter to change the access level of a particular department/ company

Card Search

* Select the card range you want . Use the quick filter to speed up your search and select the records you
want.,

]

¥ staffhie ¥ Position

¥ Name

Card No ¥ Departmen. ¥ NRIC

O 0000039158 SELVI TECH 791202085254 001 Normal Sta

3. New Access Level to be used for the group
EBatch update of Cards

r Card Details
Door Access -
Group Access No: i [ Custom Mode
£  Controller Description Site Code Time Zone
0 1 OFfFA 00
D ALARM CONTROLLER TEST ALARM & 1/0 OFFA 0o

\AULT
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1. Go to Control Panel > Card Management > Reserv Temporary Card

Card Management

m Card User
m Temporary Card

m Temporary Access

|= Reserv Temporary card |
m Card Accesz Batch Update
m Card Location Search

2. The reservation of temporary cards makes the operator can not use this card for other
purposes (eg. Visitor, employee, etc.)

Reserv Card Detall X

Card No: | |
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1. Go to Control Panel > Card Management > Temporary Card

Card Managemen

m Card User

|= Temporary card |

m Temporary Access

m Reserv Temporary card

m Card Access Batch Update
m Card Location Search

2. Choose cards
Temporary Card

Card Detail

Site Code: | | |

Existing Card No: 0000039158

Staff Name : SELVI

MNRIC: 791202085254 User Information
Department: TECH

— Temporary Card Info

Temporary Card No: ‘4598?

Expiry Date: |13/10/2014 =

Remark: | -

The date to be expired
for the Temp card

3. Return button to return card to the employee

Temporary Card

& New LA Edit ® Return Card s Pdf E Xis
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1. Go to Control Panel > Card Management > Temporary Access

Card Management

m Card User
s Temporary Card

|s Temporary Access |

m Reserv Temporary card
m Card Access Batch Update
m Card Location Search

2. Temporary Details
Card Detail

Site Code: | | |

Existing Card No: 0000039158

Staff Name : SELVI

MRIC: 791202085254 i
e o — > | User Information

— Duration Time

pate From: [13-10-2014 [ rime: [12 [+](00 [x]/am]x]
Date To:  [23-10-201¢ B rime: [11 [+] (89 [x][am]x]

Remark: WACATION

> | Temporary Access
Period

Door Access

& Controller Description Site Code Time Zone

0 189 OFFA |00

o ALARM CONTROLLER TEST ALARM & 1/0 OFFA |00 H

!

Temporary Permission

3. Return Button to return card to the employee

Temporary Card

& New & Edit ® Return Card & Pdf | ¥is
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1. Go to Control Panel > Tool & Settings > Download Utility

."h Tool & EEttiFIEIE-

n Controller Control

s Controller Alarm & IO Control
m Card Utility

|s Download Utility |
m Upload Utility

m RFID Reader Bit Configuration
m LCD Message Control

m Event Configuration

m System Setting

2. Command use to send data from database to the controller

EDownload Utility

[ next=- |
Antipassback, time to Within the command - Smudge
unlock, etc.. there are other parameter, such as

Delete all cards, memory clean,
unlock card, etc.

Clear Command

Clear Alarm
» Clear Card
Clear Visitor Card

Clear Antipassback

Clear Global-Antipassback
Clear Lift Zone

Clear LCD

Clear Hardware Parameter
Clear All Card Lockout
Clear Specific Card Lockout
Clear Controller Memory

Clear Rack Access Group
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1. Go to Control Panel > Tool & Settings > Upload Utility

« | Toaol & Settings

s Controller Control

m Controller Alarm & IO Control
m Card Utility

m Download Utility

s Upload utility |
m RFID Reader Bit Configuration
m LCD Mes=zage Control

m Event Configuration

m System Setting

2. Command used to check the data recorded in the controller.
% Select the option below to upload the setting from controller.
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Door Controls

1. Go to Door Control

2. Type of control

Used to lock the doors or
barriers after a fire alarm.

Used to release the lock/
bypass lift

Release the lock like push
button

Open the barrier gate

Close the barrier gate

\AULT
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1. Go to Control Panel > Site Management > Floor Plan

m Site Management

I m Floor Flan

m Floor Flan Online

2. Browse and select Image

Upload Image

Image:
Allowed image types: jpeqg, aqif
Maxirnurm file size: 4Mb (Max : 600 x 1000 pixels)

** Important: You must give full permission (read, modify, delete, write) in the VAULT
Enterprise folder so that the user can add a floor plan**

3. Click Save and Edit

Floor Plan

Detail

142 Main Street

T

F=y 1 A

=
>_ e
=
"y

Floor Plan Name:* IOFFICE I

Description: I OFFICE

Site Control:* I | ~ |
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Floor Plan - Online

1. Click add and the controller will appear.
2. Put the controller/ camera where it places in real plan
3. After finish designing click save.

Floor Plan

Doar :

[MAIN DOOR

ok Cancel

Tool Bar

= 9
Save Close
OFFICE
FFA
Door &y A
Alarm ey b
Camera ey b
10 Input oy -
10 Output | & “

|Max . G00 x 1000 pixels
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1. Go to Floor Plan > Click start for monitoring

Q‘i Tool Bar

Floor Plan Name :

| oFFICE

2. Acknowl Alarm from fl | :
cknowledge Alarm from floor plan Site Code :

W } |'3'FF-'- |
L ﬁuﬂm v . -:;'

ALARM MONITORC :

|| > Stop Wl

Transaction Wiew [

Pulse Door ” Security On || Security Off || Aknowledge Alarm Liwve Cam Playback

2014/10/13 08:30:17
MAIN DOOR

Transaction - Controller Down
MName :

Card No : FFFFFFFFFF
Site : OFFA
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1. Go to Live Transaction > Filter > tick Popup and Apply

| Live Transaction Alarm List (| Live Transaction Filter

T IEI Time Refresh: | 1 Seconds |.|
= | Date & Time Site Code: | |
Caontroller: | |1|

Show alarm Only:
Popup: o

Sound:

Apply Close

2. The Eoiui will aiﬁear for acknowlediement
Qo Regiter | Rt Anpssbck | kooniedge lom || v cam || paypact || vido Comparisn

20141013 17:09:34
189

Transaction: Controller Down

Name :
Card No: FFFFFFFFFF
Site OFFA

View Floor Plan

3. Alarm List for Alarm transaction only

=n

| Filter (¥) . Acknowledge All Alarm Event [i2 | Alarm Manual Entry [iZ

Date & Time Site Controller Card No Name Facility Code Transaction
Rel 2014/10/13 17:19:55 OFFA EMERGENCY DOOR CONTROLLER FFFFFFFFFF Controller Down
4| 2014/10/13 17:19:52 OFFA 189 FFFFFFFFFF Controller Down
Rel 2014/10/13 17:14:46 OFFA EMERGENCY DOOR CONTROLLER FFFFFFFFFF Controller Down

4. Card User Monitoring

Card User Monitoring
Filter () IC Stop (W] Refresh 5

Location BARRIER CONTROLLER Date Time 2014/10/07 15:48:35

Valid Entry Access

Name SELVI Department TECH

Card No 0000039158 Position Normal Staff

Staff No 001 Company KLA TECH

Location BARRIER CONTROLLER Date Time 2014/10/07 15:48:33

Valid Exit Access

Name SELVI Department TECH
Card No 0000039158 Position Normal Staff
Staff No 001 Company KLA TECH
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5. Controller Status shows whether the controller is online or offline

Controller Status

Site: | | | Controller: | E i

Contraller 1P Address Status
@ 139 OFFA 192.168.0.189 0 Offline -
@ ALARM CONTROLLER OFFA 152.168.0.51 0 Online -
@ BACK DOOR CONTROLLER OFFA 152.168.0.44 1 Online -
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Event Configuration

1. Go to Control Panel > Tool & Settings > Event Configuration

- \  ——

m Controller Control

m Controller Alarm & IO Control
| w Card Utility

m Download Utility

m Upload Utility

m RFID Reader Bit Configuration

m LCD Message Control

I m Event Configuration I

m System Setting

2. To facilitate monitoring, we can set so that when an alarm occurs, a pop-up is displayed on
the screen along the local sound. Besides the possibility to send an email and SMS to
preconfigured people.

Settings
% * Event zetting and notification.
¥ Event Color Pop-up
Acknowledge alarm - O O ]
Alarm Activated - O ]
Alarm Disable - [} O ]
Alarm Enable - [} O |}
Alarm Normal - [} O ]
ALARM TYPE OUTPUT OFF [ B O O O
ALARM TYPE OUTPUT ON [ X O O O
Alarm Zone Activated _ O ]
Alarm Zone Deactivated _ ] O ]
AntiPassback Entry _ O [
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System Setting

1. Go to Control Panel > Tool & Settings > System Settings

\ Tool & Settings

m Controller Control

m Controller Alarm & 1O Control
| m Card Utility

m Download Utility

m Upload Utility

m RFID Reader Bit Configuration

m LCD Message Control

m Event Configuration

m System Setting

2. General Setting > Each site can have up to 8 facility code.

Genzral Setting

— Facility Code
Eratle Faciity Code: [

Facility

Facility Code 1: Code

Facility

Facility Code 2: Code

Facility

Facility Code 3: Code

Facility
Code

Facility Cod= 4:

 CCTV & Video Integretion Mode

Widzo Szrver Type:

— Biometric Device

Biometric Model: (ZK

— User Lagin

Number of day to change pazsword:

I

Number of time to retry login -
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System Setting

3. Email Notification > Setup Email Notification
System Preference and Configuration

Email Notification

— SMTP Mail Server

SMTP Server: ‘mail.cksssh.cur

Outgoing Port: ‘58? ‘

Authentication Required: Required 350
Username: ‘test@cksssb.cum ‘ Password: ‘ e

— Email Account

Send email to below receipient(s) when alarm event detected.

Email 1 ‘juhnng@falcu-ecum.cun

Email 2: ‘

Email 3: ‘

Email 4: ‘

Email 5: ‘
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Reports

1. Go to Report

i

Repaort

2. Multi choice of reports

Category : v
Time Zone Report

Audit Trzil Report

Access Category

—| Manual Entry Report

' Transaction History
. Time Attendance
Time Zon

3. To view the attendance report , go to Report > Time Attendance Report

Category : ime Attendancd = | =]

gl y =]
Time Attendance Report

4. Select the report you want to view and input the criteria for report you want to filter. See
screen capture below for the report type available.

Attendan::e Report
i

— Report
Report Type: |Daily Report =]
Report Name: | EENMEEnTAET -
Report By: Daily Complete
Daily Incomplete
Daily Lateness
— Filter Daily Early Out
Date From: Daily Absentee 7-03-2015 [=]
e cod Daily Overtime
ire Code: Daily In Out Summary
Card No : |AII card |@5elect| P Reset
Door Controller: |N| Door |© 5elect| = Reset|
Company Name: |All =]
Department: [an [-]
Wiew Back
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5. Report Window Tool Bar

a b ¢ d &
v | % B Page  [1 [-] of [1] B & [ [

Tuesday, March 17, 2015

Daily Complete Report

Site Code:  MORUMEIL

Date : 17/03/2015 To 17/03/2015 Company : All
Card : All Card Department : All
Date Department Card No Name Staff No Time In Time Out

Section  Description

a Search the content in the report

b Print the report.

Cc Print the current page

d Page Navigation. Navigate and select the page you want to view.
e Export the current report to the document type you want.

(PDF,Excel,CSV,HTML,RTF)
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6. Daily Report — Report type

Report Name Description

Daily Complete Daily staff attendance with In and Out record. Transaction for both valid entry and
valid exit.

Daily Incomplete  Daily staff attendance incomplete with In or Out record. Eg : Entry record found
but without Exit record.

Daily Lateness Daily staff attendance with lateness

Daily Early Out Daily staff attendance where the staff left early or back before the end work time.

Daily Absentee Daily staff report for those who are absent
Daily Overtime Daily staff Over time report.

Daily In Out Daily staff In & Out records summary report.
Summary

7. Monthly Report — Report type

Report Name Description

Attendance Checklist
Attendance Summary

Staff In Out Report
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Global Antipassback

1. Go to controller > make sure AntipassBack is in 01

AntipassBack: ’:'1 | - |

2. Go to Control Panel > Group Management > Group Global-Antipassback

#: Group Management  #

m Group Controller Access Level
m Sroup Lift Access Level

m Group Global-Antipassback

m Group Fire Alarm
m Group Delete Card
m Group Emergency Card

3. Create new Group Access No

Group Access MNo:® |Ul n
Site Code: | | e |
Controller Description Site Code
E ALARM CONTROLLER TEST ALARM & I/O OFFA
] EMER-2 OFFA,
E MAIN DOOR TESTING DOOR CONTROLLER OFF&

@ Data Saved, Download Group Access To Contoller 7

ok ||

Global Antipassback Group: |1 n
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Fire Alarm
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1. Go to controller > make sure Fire Alarm is enable

Fire Alarm: [¥] Enable

2. Go to Control Panel > Group Management > Group Fire Alarm

m Group Controller Access Level

m Group Lift Access Level
m Group Global-Antipassback

m Group Fire Alarm

m Group Delete Card
m Group Emergency Card

3. Tick controller that in the same group

Sroup

Access | 01 E
Mo ™
Site | | . |
Code:
Controller Drescription Site Code
[#] 189 OFFA
ALARM CONTROLLER TEST ALARM & I/O OFFA
BACK DOOR TESTING
BACK DOOR CONTROLLER COMNTROLLER OFFA
4. Download to controller
S5
Message from webpage e .

@ Data Saved. Download Group Access To Contoller 7

| ok || Ccancel
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1. Go to Control Panel > Group Management > Group Emergency Card

@ Group Management  #

m Group Controller Access Level
m Group Lift Access Level

m Group Global-Antipassback

m Group Fire Alarm

m Group Delete Card

I m Group Emergency Card I

2. Feature only applies to controllers enable at Auto delete group. When the visitor card to
deposit in the ballot box, it will be automatically deleted from the system

Controller List

Site Code: | | |

Controller Drescription

189 OFFA
ALARM CONTROLLER TEST ALARM & /O OFFA
BACK DOCOR CONTROLLER BACK DOCOR TESTING CONTROLLER OFFA
BARRIER COMTROLLER BARRIER TESTING CONTROLLER OFFA
EMER-Z OFFA
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1. CCTV integration module is not available in the free versions of Enterprise Vault. For
integration, check if your license is already activated and follow these steps:

2. Integrating video only works in Internet Explorer, so we must enable all ActiveX, disable
popups (pop-up) and include enterprise Vault in the list of trusted sites.

3. To set up that way, open the Tools tab of Internet Explorer and click Internet Options.

Internet Options ? x

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet Localintranet [ITCCELEY Restricted
sites

Trusted sites
4 This zone contains websites that you
W' bustnot to damage your computer or
your fles,
You have websites in this zone.

Sites

Security level for this zone
Allowed levels for this zone: All
Medium
- Prompts before downloading potentially unsafe

mm  content
-~ Unsigned ActiveX controls will not be downloaded

[JEnable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

caa | 0

4. In the MAIN CONSOLE software, check if the network services and have begun recording:

s Principal | Linsta Branca/ Negra | Desempenno | Principal | Linsta Branca i Neara | Desempenno |
Contagem de Clientes 0 I Derrubar I [ Derrubar Todos ] Contagem de Usudrios 0 [ Derrubar ] [ Derrubar Todos ]
Vivo
Estado IP Camera Bits por segun P Usuario Bits por segun
(7
Playback
Remoto
m
Servico 3GPP Servigo
Status do Senvidor: Executando Iniciar Senigo
Opgies Status do Servidor: Executando Iniciar
= 5150 Padrio Estagdo Remot
Estagdo Remot Ca OpcBes
128 = =
: = 5160 Padrio
. P
Gerenciament 80 Gerenciament:
Central Central
I LiveSenerlog I~
~ 80
~ RemotePlayback.log
<[ ¢ < [mma] v

7 K| (Ko 7ok ] [ o]
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Integration with Camera

5. Go to Control Panel > Video Camera > Camera Server

- -

6. Fill in the camera credential and save into database

Video Server

Cretail

Video Camera

m Camera Server

» Camera List
m Live Feed Monitoring

Cam Serwver Mame: |NUUD SERWER
1P Address: [192.188.0.145 |
Site Code: | | - |
Live Wiew Port: [51s0 | Playback [51ag
Port:
Authentication
’7;_[0)9'” 2dmin Password: | -----

7. Go to Control Panel > Video Camera > Camera List

Video Camera

m Camera Server

m Camera List

m Live Feed Monitoring

8. Important: Camera names cannot be changed!

Camera

Cretail

o server: (e
Camera Mame: I NH

o e

Cameras video server
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9. Go to Controller > Camera setting

=
A

Card User

4

I Entry Camera: | Hotel_1

192.168.0.51 ¢

Camera Setting Alarm Config

Null = Null
Mull E Mull

Exit Camera: | Hotel_1

Bl

10. Important: We can have up to 3 cameras Associated input and for output.

11. To check the operation, click on the online transaction access in / out of the door and set the
Video option select Live or Playback.

Transaction Viaw X

Quick Register Reset Antipassback Acknowledge Alarm Live Cam Playback Video Compariscn

202000717 12:55:11
192.168.0.185

Transaction : Valid Entry Access

Name : joe
Card No : 0000032350
Site OFFA
Wiewr Floor Plan
Staff No : NRIC :

Department : Mobile No :
Joining Date : Age :

1o Retrocetr | (n | ) Pasa Avansar =t

Camara: | Hotel_1

ONLINE PLAYBACK
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1. Working Time Configuration
Every card user are linked to the specific work time mode like below, for the calculation of
attendance report purpose.
~ Attendance Control

Q) System

fiorm M

a. To start using attendance control , you need to configure the Working Time .
Under the Control Panel > Time Attendance > Work Time

[
» 15  Time Attendance #
= Work Time

= Attendance Reason

= Manual Entry

b. By default system come with a default setting (Normal Work Time) which preset the
system with standard working time.

Eg :Office Hours , Monday to Friday , 08:30am — 17:30pm
Work Time

General Working Hour | Lunch & Breaktime |

Monday day Tt Friday Saturday Sunday
Time In 08:30 08:30 08:30 08:30 08:30 00:00 00:00
[Time Cut 17:30 17:30 17:30 17:30 17:30 00:00 00:00
Work Day ] vl v ] vl [] []
Next Day ] ] L] L] Ll LJ LJ
Time Out (01 | (01 v (01 | (01 | (01 v (01 | (01 |

c. At General tab, you can find the normal setting like Work Time Name and Description.

General | Working Hour | Lunch & Breaktime |
Work Time Mame:* |Norma| |
Description: |Norma| |
Site Code: | |
— Grace Period

Time In: [15 [2] Time ouwe: [15 [2]
=]

Minimum Lapse Hour: |D

— Dwer Time Setting

Auto Q) Mone

Minimum Owvertime: (0 | - |
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d. Grace Period ,here is the option where you could allow discretion period in late-IN or
early-OUT.
When an employee who supposed to check in at 8:30am checks in at 8:45am, or checks
out at 5:15pm when the time of check out is 5:30pm, the short in time is not considered as
lateness in the overall report, if you put its Grace period at 15 minutes. If the grace period
is 15 minute, the check in time at 8:46am will be considered as 1 minute late. preview in
the report.

Time In will set the lateness time and Time Out will set the early out time.
Minimum Overtime (in min) will determine when it is consider as overtime limit.
** Make sure Server 24/7 turn on for attendance time accuracy

Work Time

General

Warking Hour

Lunch & Breaktime

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

[Time In

08:30

08:30

08:30

08:30

08:30

00:00

00:00

[Time Out

17:30

17:30

17:30

17:30

17:30

00:00

00:00

Work Day

Mext Day

L]

L]

L]

L]

L]

L]
L]

L]
L]

[Time Out

01 v]

[01 ]

[01 ]

[01 ]

(01 ™]

(01 v]

01 v]

e. Under Working Hour tab, you will see the Time In ,Time Out, Work Day, Next Day, OT
Type this is the area where you can configure the working time in the weekly basis.

Field Description

Time In Time start to work.

Time Out Time end to work.

Work Day Check it for working days or uncheck it for non working days.

Next Day Use this option for those working time start at late / night shift / over night
where the attendance the part involve for the second day calculation. Eg :
Work from 10:00pm — 06:00am

OT Type By default , system predefined with OT Type = 1, OT Type can be category

from 1 — 4. Company who intend to use or category out the OT type for
different user type can make use of this OT Type to differentiate out . It will
appear as OT 1, OT 2 ,0T3 or OT4 when using generate the OT report.
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f.  The diagram below shows the further details in setting the Grace Period, Working Hour
and Minimum Overtime.

IN oUT
A Working Hour A
Grace Grace Minimum
Period . Period
. Late . Early Overtim

First Entry Last Exit Time

2. Manual Entry
a. Go to Control Panel > Time Attendance > Manual Entry.

| & | ' 15  Time Attendance &
Contral Panel

= Work Time

= Aftendance Reason

= Manual Entry

b. Here is where the operator / system admin can register or add in the transaction
manually in case the system need extra manual transaction or staff forget to swipe the
card for attendance purpose. Under Manual Entry Form , select New to add in the new
record. Record added (Valid Entry / Valid Exit) will be take place in calculation under
attendance report.

Manual Entry Form

Detail

Site Code:
Date: 17-03-2015 - Date To: 17-03-2015 -
Time: oo:00: 00 e Time To: |23:59:52 -

Card No:
Staff Name :
MNRIC:
Department:

Transaction: Walid Entry Access -
Reason: Mormal Transaction -

Remark: Forget to swipe card.

EH save #® cancel
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3. Attendance Reason
a. Go to Control Panel > Time Attendance > Attendance Reason.
e ol

' 15  Time Attendance =

= Work Time

I- Attendance Reason I

= Manual Entry

\AULT
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b. The Attendance Reason will display or appear in Manual Entry Section only. Operator /

System Admin can manage all the Reason profile under this section.

Eg : Forget to bring card , Oversea Training and etc.
Late Reason List

& MNew [ Edit # Delzte & Pdf & s

Drag a column header here to group by that column

Mo ¥ | Code ¥ | Description

| | |

1 Mormal Normal Transaction
2 MC Medical CheckUp

3 AL Annual Leave

4 MPL Mo Pay Leave

5 MPH

Mo Pay Hour
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